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4- Substation Area Network
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SAFE
DETAILS

BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
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GOAL
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BACKEND
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COMMENTS
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parseTime: 0.00s

searchTime: 0.04s
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BACKEND
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DETAILS
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BOUNDED_SEARCH_DEPTH
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PROTOCOL
workfilebTHFuy.if

GOAL
%% see the HLPSL specification..

BACKEND
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attackFound false boolean
upperBoundReached true boolean
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stepsNumber 2 steps
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encodingTime 0.03 seconds
solvingTime 0 seconds
if2satecCompilationTime 0.26 seconds

ATTACK TRACE
%% no attacks have been found..
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encodingTime 0.03 seconds
solvingTime o seconds
if2sateCompilationTime .27 seconds
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%% no attacks have been found..
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ABSTRACT

Abstract: Distributed communication networks provide proper connection with ooptimum cost between
different domains of smart gride such as: home area network, neighbor area network and substation area
network. With respect to handshake and key distribution are security challenges in smart grid, this paper
proposed novel distribution and dynamic key procedures to enhance network resilience against malicious
DoS attack. Proposed procedures using two famous security protocols: SAE and EMSA. These procedures
are based on hash function and protocol stage dependency to improve network resilience against DoS
attacks, because SAE and EMSA use 4-way handshake. Proposed procedures have optimum overhead.
Finally, AVISPA is applied to prove the security of the enhanced protocol in smart grid. With extremely
simulations and extended DoS attack model securities of proposed procedures are proved.

Keywords: Smart grid, Security, Key exchange, Handshake, Hash function.
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